Usability Heuristics Review and Formative Evaluation 2

1. Security Awareness Training

1.1 Introduction

Security
Awareness
Training Username

Notes:

Introduces the subject matter of the training. Compliance training in organizations
is well suited for elearning (Rossett and Marshall 2020).
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1.2 Welcome

Welcome!

Security is the most
important part of all of our

jobs. We are the first line of
defense in protecting our
clients data and
organization from security
attacks. This course will
teach you how to keep our
data safe.

Notes:

Sets the tone for the training and the role of the user.



Usability Heuristics Review and Formative Evaluation

1.3 Important User Information

Important User Information

— Select this icon to expand and collapse the left
= Menu Display ¢ t b

hand menu
Navi i Use the video controls at the bottom of the
avigation screen to fast forward, replay, or skip content

@ Assl Use the resources link in the upper right hand
n l ssistance corner for job aids and user questions

A You will be required to pass a knowledge
ssessment assessment at the end of this session.

Notes:

This slide is intended to provide assistance following Nielsen’s Usability
Heuristics.

1.4 Learning Objectives

You'll learn how to...

Correctly recognize and report phishing
attacks 95% of the time.

Model safe data security practices 100%
of the time.

Apply safe data practices to protect
client data 100% of the time.

Prove competency by achieving a score
of 90% or higher on your assessment.

Help reduce cyber attacks originating
with you 80% of the time.
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Notes:
Stated objectives that were outlined in the prospectus/needs assessment. Re-

worded to be easier to understand by the user following Universal Design
Principles (UDL).

1.5 Learning Modules

Get started by selecting a module

Password Security Preventing Phishing Attacks
Tt i optima This module will teach you how to
and prevent pn sh ng attacks.
5 MIN 10 MIN
e o |
Best Practices for Data Security Knowledge Assessment
This module reviews you how to Assess you current knowledge to
ndle confidential client data focus o e
7 MIN 15 MIN

Notes:

Interactive Module Guide: This screen changes color as the user mouses over
each module. This allows the learner to decide which modules they want to
review instead of going in a specified order following UDL.
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1.6 Drag-and-Drop Interaction

(Drag and Drop, 10 points, 1 attempt permitted)

Unsafe Files are Dangerous

Notes:

This interactive slide allows the learner to engage in Merrill’s First Principles of
Instruction; problem centered, activation, demonstration, and application.
Feedback is given when the user submits the answers and provides feedback
based on their responses.
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1.7 Two-Person Scenario

Password Protection

Review the situation below and choose which is the best option for Jason to
practice to secure client data.

Susan is calling asking to use Jason's password to gain
access to her client’s data frem an unknown number.

Jason, recently completed security training. Click on the
option Jason should choose to ensure her identity.

Option 01 , Option 02 > Option 03 Option 04

ours, " Loginand

Call an

Incorrect Answer

Password Protection

I'm sorry that is incorrect
Passwords should never be shared, even with

coworkers that you trust. Always refer
coworkers to IT to have their passwords reset.
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Correct Answer

Password Protection

You are correct!

Passwords should never be shared, even if it
is with a coworker. Always refer refer
coworkers to IT and verify identity of all
individuals.

Continue

Notes:

This interactive slide allows the learner to engage in Merrill’s First Principles of
Instruction; problem centered, activation, demonstration, and application.
Feedback for correct and incorrect answers.
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1.8 Multiple Choice Question

(Multiple Choice, 10 points, 2 attempts permitted)

Multiple Choice Question
Two-Factor Authentication

What is Two-factor Authentication (TFA)?

A program that verifies your identity using something you know with

w —
something you have.

A program that scans your computer for bugs and viruses.
The creation of 2 passwords to authenticate your identity.

A program that verifies your identity by with a PIN and passcode.

Correct Answer

Multiple Choice Question

Correct

That's right! You selected the correct response.
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Incorrect Answer

Multiple Choice Question

Incorrect

Incorrect Answer (Second Option)

Multiple Choice Question

Notes:

An example of a multiple-choice question with correct and incorrect feedback
following both Nielsen’s Usability Heuristics and Merrill’s First Principles of

Instruction.
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1.9 Multiple Choice Question

(Multiple Choice, 10 points, 2 attempts permitted)

Multiple Choice Question

T the pn ‘T}'wll'l-__', attempt using

Rep
()

the button in Outlook.

ender on the phone to

get more information.

Notes:

Example of a multiple-choice question using video to increase user engagement
following UDL. Answer feedback is given, similar to the examples above.
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1.10 Exit Layout

Thank you for participating in our
training today. Here are a few
things you should do next:

O Download the Kahoot App in your Appl
to participate in security trivia thre

e or Google Play store

Bl J .
chance to win gift cards and other prizesll! Stay tuned for

details on when quizzes take place.

O Print out the job aides provided and display in your workspace

for visible access to powerful security tips and tricks. If you

missed these resources in the training, download on
SharePoint.

0O Stay alert to security risks to keep our clients and company
safel

Restart Course

Notes:

This slide alerts the learner that the training is over and how to exit the program
or restart the course following Nielsen’s Usability Heuristics. Information is
provided on how to sign up and participate in Kahoot! games throughout the year.
Implementing post training activities will help to address job transfer (Kapp,
Valtchanov, Pastore 2020).
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2. User Interface

2.1 Articulate Storyline

Cet started by selecting a module

Password Security Preventing Phishing Attacks
|

=

Best Practices for Data Security Knowledge Assessment

Notes:

Resources and contact information is provided in the interface to

provide job aids, help documents and other useful information.

Playback bar allows easy navigation for the user including, replay,

sound, and settings for accessibility.

The glossary follows UDL guidelines, providing scaffolding for less

advanced users.

The menu option allows easy navigation of the course following

Nielsen’s Heuristics Design Principles.

The learning modules are interactive, allowing the user to choose the

order and alerts the user by changing color (See Section 1.5).
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3. Formative Evaluation Questions

1.

2.

What about the esthetics appeals to you? Why?
What about the esthetics can be improved upon? Why?

Are the navigation and icons what you see in other computer programs? If

not, what can be improved?
How does the system provide users feedback, give an example?

Do you feel the system is flexible and easy to use? Why or why not?
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